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Role-Based Access Enterprises rely on role-based access control to govern who may perform which action
Control; Regulatory within their systems, a model whose foundational formulation established roles, rather
Compliance; than individual users, as the unit through which permissions are assigned and managed

(Sandhu, Coyne, Feinstein, & Youman, 1996), later refined into a formal reference
standard specifying how roles, permissions, and constraints should interact (Ferraiolo,
Sandhu, Gavrila, Kuhn, & Chandramouli, 2001). Three specific, well-documented

Attribute-Based
Access Control;

Separation of Duties;  |imjtations complicate a role-based model's ability to satisfy modern regulatory
Audit Accountability;  compliance requirements on its own. First, pure role-based access control struggles to
Enterprise Systems; express the fine-grained, context-dependent conditions many compliance regimes
Data Protection require, a limitation the attribute-based access control literature addresses by

conditioning access decisions on attributes of the user, resource, and environment
rather than role membership alone (Hu, Kuhn, Ferraiolo, & Voas, 2015). Second,
satisfying regulatory requirements for separation of duties — ensuring no single role
can both initiate and approve a sensitive transaction — requires enforcement logic that
role assignment alone does not guarantee, a gap the workflow-security literature
addresses directly (Botha & Eloff, 2001). Third, demonstrating compliance to a
regulator requires accountability: a verifiable record of who accessed what, under what
authority, and why, a requirement the information-accountability literature establishes
as distinct from access control itself (Weitzner, Abelson, Berners-Lee, Feigenbaum,
Hendler, & Sussman, 2008), made more consequential by data-protection regimes such
as the European Union's General Data Protection Regulation, which impose specific,
binding obligations on how personal data access is governed and documented
(Hoofnagle, van der Sloot, & Zuiderveen Borgesius, 2019). This paper proposes
RAMPART (Role-based Access Management for Policy-Aligned Regulatory Trust), an
architecture in which a hybrid role-attribute modeling layer, a separation-of-duties
enforcement layer, and a compliance accountability and audit layer are coordinated by
a regulatory alignment controller that maps enforced access decisions directly to the
specific regulatory obligations they satisfy. Following a design-science research
approach, RAMPART is illustrated, not empirically validated, through a comparative
capability table, an illustrative case scenario, and two illustrative figures, with every
quantitative value explicitly labeled as an illustrative estimate rather than measured
production data. The paper situates RAMPART against the literature on role-based
access control, attribute-based access control, separation of duties in workflow systems,
information accountability, data-protection regulation, and anomaly detection for audit,
and discusses the architecture's practical implications, assumptions, and limitations.

Introduction

Enterprise systems govern who may perform which action through access control models, and role-based
access control has served as the dominant model for decades specifically because it assigns permissions to
roles rather than to individual users, allowing an organization to manage access at the scale and rate of change
real enterprises operate at. Sandhu, Coyne, Feinstein, and Youman's[1] foundational formulation established
the core role-based access control model still in use today, and Ferraiolo, Sandhu, Gavrila, Kuhn, and
Chandramouli's[2] proposed reference standard formalized how roles, permissions, sessions, and constraints
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should interact in a way implementers across the industry subsequently adopted. Yet an enterprise today must
satisfy not only its own internal access policy but an external, often binding regulatory compliance obligation,
and three specific, well-documented limitations complicate role-based access control's ability to meet that
obligation on its own[1-9].

First, many compliance requirements are not expressible as a static role assignment at all, but depend on
context: the time of access, the sensitivity of the specific record involved, or the relationship between the
requester and the data subject. Hu, Kuhn, Ferraiolo, and VVoas's[3] account of attribute-based access control
documents that conditioning an access decision on attributes of the user, the resource, and the environment,
rather than role membership alone, captures exactly this class of context-dependent requirement that pure
role-based models were not designed to express. Second, a substantial category of regulatory requirement is
specifically about the separation of duties between roles — ensuring, for example, that the person who
initiates a financial transaction cannot also be the person who approves it — and Botha and Eloff's[4] analysis
of separation-of-duties enforcement in workflow environments documents that this guarantee requires
dedicated enforcement logic operating across a workflow's steps, not merely a correctly configured role
hierarchy. Third, satisfying a regulator requires more than correct enforcement in the moment; it requires
accountability after the fact. Weitzner et al.'s[5] account of information accountability argues that systems
should be built to support usage transparency and appropriate-use verification as a design goal distinct from,
and complementary to, access control itself, a distinction with direct consequences for compliance regimes
such as the European Union's General Data Protection Regulation, which Hoofnagle, van der Sloot, and
Zuiderveen Borgesius[6] document imposes specific, binding obligations on how organizations govern,
document, and are able to demonstrate control over access to personal data[10-17].

These three limitations compound because an enterprise experiences them as a single undifferentiated
compliance burden even though each originates in a different part of the access control stack: context-
dependent policy expression, cross-role workflow enforcement, and after-the-fact accountability. Deploying
access control atop the kind of continuous, never-implicitly-trusted evaluation the zero trust literature
establishes (Rose, Borchert, Mitchell, & Connelly, 2020; Syed, Shah, Shaghaghi, Anwar, Baig, & Doss,
2022) addresses the guestion of whether a request should be evaluated at all, but does not, by itself, specify
how the evaluation's context-sensitivity, cross-role constraints, and audit record should be coordinated to
satisfy a specific regulatory obligation, deployed on the cloud-native infrastructure the broader literature
establishes as the standard operational substrate for modern enterprise systems[7], and screened using the
general anomaly-detection methods the surveillance literature establishes for flagging unusual access patterns
after the fact[8].

This paper addresses that gap by developing RAMPART (Role-based Access Management for Policy-
Aligned Regulatory Trust): an architecture in which a hybrid role-attribute modeling layer, a separation-of-
duties enforcement layer, and a compliance accountability and audit layer are coordinated by a regulatory
alignment controller that maps enforced access decisions directly to the specific regulatory obligations they
satisfy. The remainder of the paper reviews the literature on role-based access control, attribute-based access
control, separation of duties in workflow systems, information accountability, data-protection regulation, and
anomaly detection for audit (the Literature Review), describes the design-science methodology used to
construct and illustrate the architecture (the Methodology), presents the architecture alongside a comparative
table, an illustrative case scenario, and two illustrative figures (the Results section), and discusses the
architecture's practical implications, assumptions, and limitations before concluding (the Discussion and
Conclusion)[18-25].
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Literature Review

Foundational Role-Based Access Control

Sandhu, Coyne, Feinstein, and Youman[1] establish the foundational role-based access control model, in
which permissions are assigned to roles rather than to individual users and users acquire permissions by being
assigned to appropriate roles, a design that allows an organization's access policy to scale with its role
structure rather than its headcount. Ferraiolo, Sandhu, Gavrila, Kuhn, and Chandramouli[2] formalize this
model into a proposed reference standard, specifying role hierarchies, static and dynamic separation-of-duties
constraints, and session-based role activation in enough detail that it became the basis for subsequent industry
implementation. This literature establishes the structural foundation RAMPART's role-attribute modeling
layer builds on, while also establishing, through its own constraint mechanisms, that role-based access control
alone was never intended to fully resolve enforcement questions such as separation of duties on its own.

Attribute-Based Access Control and Context-Dependent Policy

Hu, Kuhn, Ferraiolo, and Voas[3] document attribute-based access control as a model that evaluates access
requests against attributes of the subject, the resource, and the environment, rather than role membership
alone, capturing fine-grained, context-dependent policy that a pure role hierarchy struggles to express without
a combinatorial explosion of narrowly defined roles. This literature establishes a complementary, rather than
competing, mechanism RAMPART's role-attribute modeling layer draws on specifically to express the
context-sensitive conditions many regulatory requirements impose.

Separation of Duties in Workflow Enforcement

Botha and Eloff[4] analyze separation-of-duties enforcement in workflow environments, documenting that
guaranteeing no single role can both initiate and approve a sensitive transaction requires enforcement logic
operating across the steps of a workflow, evaluated at the point a transaction actually moves between roles,
rather than a property that can be guaranteed by role configuration alone at setup time. This literature
establishes the specific enforcement mechanism RAMPART's separation-of-duties enforcement layer is built
around, addressing a compliance requirement that the Foundational Role-Based Access Control subsection
acknowledges but does not itself fully enforce.

Information Accountability and Data-Protection Regulation

Weitzner, Abelson, Berners-Lee, Feigenbaum, Hendler, and Sussman[5] argue that accountable systems
should be designed to make information usage transparent and subject to verification after the fact, a design
goal they explicitly distinguish from access control, which governs whether a request is permitted in the
moment rather than whether the resulting use can later be shown to have been appropriate. Hoofnagle, van
der Sloot, and Zuiderveen Borgesius[6] document that the European Union's General Data Protection
Regulation translates this accountability principle into specific, binding legal obligations, requiring
organizations to be able to demonstrate, not merely assert, that access to personal data was governed
appropriately. Read together, this literature establishes that RAMPART's compliance accountability and
audit layer must produce a verifiable record, not merely log raw access events, to satisfy the regulatory
obligation the data-protection literature documents.

Continuous Evaluation, Cloud Deployment, and Anomaly Detection for Audit

Rose, Borchert, Mitchell, and Connelly[9] and Syed, Shah, Shaghaghi, Anwar, Baig, and Doss[10] establish
the zero trust principle that access should be evaluated continuously against the specific resource requested
rather than granted indefinitely by a prior authentication event, a principle RAMPART's enforcement layers
apply at the point of each access decision rather than only at session start. Deng et al.[7] establish the cloud-
native infrastructure on which such enforcement is now typically deployed. Chandola, Banerjee, and
Kumar[8] survey general-purpose anomaly detection methods applicable to screening the audit record the
Information Accountability subsection establishes as necessary, for patterns suggestive of compliance
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violations that a rule-based check alone might miss. None of this literature, read individually, addresses how
context-dependent modeling, cross-role enforcement, and accountable audit should be coordinated under a
single controller that maps enforcement to specific regulatory obligations — the gap the Methodology and
Results sections address.

Methodology

Research Approach

This paper follows a design-science research approach: it develops an architecture — RAMPART —
intended to address a practical problem (coordinating context-dependent access modeling, cross-role
separation-of-duties enforcement, and accountable audit so that an enterprise's access control system maps
directly and demonstrably to the specific regulatory obligations it must satisfy), and it evaluates that
architecture against the cumulative findings of the peer-reviewed literature rather than against a production
deployment, because no such deployment of this specific architecture yet exists to study. The comparative
table and figures in the Results section are accordingly illustrative constructions, explicitly labeled as such,
built to be directionally consistent with the cited literature's findings rather than presented as measured
outcomes.

Development of the Architecture

RAMPART was developed by identifying the point at which the role-based, attribute-based, workflow-
enforcement, and accountability literatures reviewed above must interact for an enterprise's access control to
satisfy regulatory obligations demonstrably rather than incidentally. A hybrid role-attribute modeling layer
was introduced to combine the scalable role structure Sandhu et al.[1] and Ferraiolo et al.[2] establish with
the context-dependent policy expression Hu et al.[3] establish. A separation-of-duties enforcement layer was
introduced to apply the cross-workflow enforcement logic Botha and Eloff[4] establish at each point a
transaction moves between roles. A compliance accountability and audit layer was introduced to produce the
verifiable, demonstrable usage record Weitzner et al.[5] establish as distinct from access control itself,
informed by the anomaly-screening capability Chandola et al.[8] establish and structured to satisfy the
specific documentation obligations data-protection regulation imposes[6]. A regulatory alignment controller
coordinates all three layers, maintaining an explicit mapping between enforced access decisions and the
specific regulatory obligation each one satisfies, applying the continuous-evaluation principle zero trust
architecture establishes (Rose et al., 2020; Syed et al., 2022) at every decision point.

Construction of Illustrative Evaluation Data

Because no production RAMPART deployment exists to measure, the quantitative content of the Results
section was constructed through explicit, reasoned estimation. Construction began from a directional finding
reported in the cited literature — Botha and Eloff's[4] finding that workflow-level separation-of-duties
enforcement closes gaps static role configuration leaves open, or Weitzner et al.'s[5] finding that
accountability requires verifiable usage records beyond raw access logs — and built illustrative values
directionally consistent with that finding at a plausible order of magnitude. Every figure's note names the
specific source informing its construction.

Framing of the Compliance-Mapping Scenario

The illustrative case scenario and Figure 3 in the Results section are framed around a regulated financial-
services workflow subject to both separation-of-duties and data-protection obligations, consistent with the
compliance concerns Botha and Eloff[4] and Hoofnagle et al.[6] each establish; this framing was chosen
specifically because it is the setting in which the gap between merely enforcing access and demonstrably
satisfying a named regulatory obligation is most visible.
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Scope and Assumptions

This paper assumes an organization deploying RAMPART already operates, or can obtain, an identity and
access management platform capable of supporting both role-based and attribute-based policy evaluation; it
does not itself address the selection of a specific identity platform. It is scoped to the coordination of access
modeling, separation-of-duties enforcement, and accountable audit around a regulatory-mapping controller;
it does not address the legal interpretation of any specific regulation beyond the general obligations the cited
literature already documents. All quantitative results in the Results section are illustrative estimates grounded
in the literature rather than measurements.

Results

Architecture Overview: RAMPART

RAMPART organizes enterprise access governance as three overlapping domains of control rather than as a
strict linear pipeline, reflecting that a single access decision — a specific employee requesting a specific
action on a specific record — is simultaneously subject to role-attribute policy, separation-of-duties
constraint, and accountability obligation at once, rather than passing through each concern in sequence. The
hybrid role-attribute modeling layer evaluates the request against the combined role and attribute policy the
Foundational Role-Based Access Control and Attribute-Based Access Control subsections establish. The
separation-of-duties enforcement layer evaluates the same request against the cross-workflow constraints the
Separation of Duties in Workflow Enforcement subsection establishes. The compliance accountability and
audit layer records the resulting decision in the verifiable form the Information Accountability and Data-
Protection Regulation subsection establishes. All three domains overlap at a central point held by the
regulatory alignment controller, which does not sit downstream of the three layers but rather maintains the
shared mapping between every enforced decision and the specific regulatory obligation — a separation-of-
duties rule, a data-protection documentation requirement — that decision was evaluated against.
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Figure 1: RAMPART (Role-based Access Management for Policy-Aligned Regulatory Trust): a three-
domain overlapping architecture, showing a regulatory alignment controller positioned at the shared
overlap of three enforcement domains.

Figure 1 RAMPART (Role-based Access Management for Policy-Aligned Regulatory Trust): a three-domain
overlapping architecture, showing a regulatory alignment controller positioned at the shared overlap of
three enforcement domains.
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Table 1: Illustrative Capability Comparison Across Access Governance Approaches
Table 1: Illustrative capability comparison across access governance approaches.

. . Pure Role-Based RBAC with Ad Hoc
Dimension Access Control Compliance Checks RAMPART
Expression of context- Weak; roles alone, no | Moderate; attributes rsglrg:lgtjt;rci:&:r;flned
dependent policy attribute conditions checked inconsistently

modeling throughout

Strong; dedicated
enforcement at every

Weak; depends on

. . Moderate; checked at
role configuration

some workflow steps

Cross-role separation-of-
duties enforcement

alone transition
Demonstrable regulatory Weak; raw access logs Mo_derate; logs Strong; decmoqs_
. reviewed manually, mapped to specific
accountability only .
not mapped obligations
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. . Pure Role-Based RBAC with Ad Hoc
Dimension Access Control Compliance Checks RAMPART
Coordinated governance Weak; each check is Strong; single
. None . controller maps all
across domains independent .
three domains

Illustrative Case Scenario

Consider a hypothetical regional bank processing wire transfers, subject both to a separation-of-duties
requirement that no single employee may both initiate and approve a transfer above a given threshold, and to
data-protection obligations governing access to customer financial records. Under pure role-based access
control, the system correctly restricts transfer initiation and approval to employees holding the appropriate
roles, but nothing in the role structure itself prevents an employee holding both roles, through a legitimate
organizational reason, from approving their own initiated transfer. Under role-based access control with ad
hoc compliance checks, a periodic manual review eventually catches such cases, but after the transfers have
already cleared, and the bank's data-protection documentation for the same period is assembled by hand from
raw logs under time pressure ahead of an audit. Under RAMPART, the separation-of-duties enforcement
layer blocks the self-approval at the moment it is attempted rather than after the fact, and the compliance
accountability and audit layer automatically produces a record mapping that blocked attempt, and every
permitted transfer, to the specific regulatory obligation it satisfies, ready for the auditor rather than assembled
under deadline pressure. This hypothetical sequence is offered to illustrate the architecture's reasoning, not
as a report of an actual deployment.
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Figure 2: Hlustrative Capability Scores Across Access Governance Approaches

Figure 2: Illustrative capability scores (0-10 scale) for pure role-based access control, role-based access
control with ad hoc compliance checks, and RAMPART.

Figure 2 lllustrative capability scores (0-10 scale) for pure role-based access control, role-based access
control with ad hoc compliance checks, and RAMPART.
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Note: These capability scores are illustrative estimates constructed for this paper's comparative framework
rather than the product of a scored evaluation instrument; they were shaped by the enforcement-gap findings
Botha and Eloff (2001) report and the accountability-distinction findings Weitzner et al. (2008) establish,
and should be read as a reasoning aid rather than a benchmark.
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Pure role-based access control scores weakly across every dimension because its foundational design,
established decades before current data-protection regulation, was never intended to guarantee cross-role
enforcement or produce regulator-ready accountability records on its own; role-based access control with ad
hoc compliance checks improves moderately by adding manual or periodic review, but these checks remain
reactive and uncoordinated; RAMPART is positioned, by design, to lead on every dimension because its
three overlapping domains and shared controller were built specifically to make enforcement proactive and
accountability automatic.
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Figure 3: llustrative Time to Produce an Audit-Ready Compliance Record

Figure 3: Hypothetical time required to produce an audit-ready compliance record for a regulatory
review (hours), by approach and review scope.

Figure 3 Hypothetical time required to produce an audit-ready compliance record for a regulatory review
(hours), by approach and review scope.

m Pyre Role-Based Access Control
B RBAC with Ad Hoc Compliance Checks

. RAMPART
0
§ 1 2100
g |
U 1Mo
v | 1204
g 107 R
o= |
~0
9y '
g
-5 10 < T
:J : ' 30 ol
Uo }
_3 a { il
52 1
i | 1
g 10°
) |
5 |
g ' 02
AV ! a
Single One Department- Fuli Quarterly
Transaction Manth Audit

Note: This is a hypothetical, illustrative estimate rather than measured production data; the two baseline
approaches require substantial manual log assembly and cross-referencing that scales poorly with review
scope, consistent with the accountability gap Weitzner et al. (2008) identify between raw logging and
verifiable accountability, while RAMPART's compliance accountability and audit layer maintains the
regulatory mapping continuously, so producing a record for review requires retrieval rather than
reconstruction.

Discussion

Implications for Practice

The architecture developed here suggests that an enterprise should treat regulatory compliance as a first-class
design input to its access control architecture, not an after-the-fact reporting exercise layered on top of it,
since the Results section's comparison illustrates that the cost of compliance documentation scales very
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differently depending on whether accountability was designed in from the start or reconstructed from raw
logs after the fact.

Limitations

No production RAMPART deployment or measured compliance data informed this study; the Results
section's table and figures are explicitly illustrative constructions. The regulatory alignment controller's
mapping between access decisions and regulatory obligations depends on that mapping being kept current as
regulations change, a maintenance burden the cited literature does not claim is automatically solved[6]. The
separation-of-duties enforcement layer's effectiveness depends on workflow steps being modeled completely
enough to catch indirect routes around a constraint, a modeling completeness problem the workflow-security
literature treats as an ongoing challenge rather than a solved one[4].

Future Research

Empirical work instrumenting an actual enterprise access control system using RAMPART's coordinated
layers, compared against a matched system using role-based access control with ad hoc compliance checks,
would directly test this paper's central claim. Research on automatically keeping a regulatory-obligation
mapping current as regulations are amended, and research applying the anomaly-detection methods Chandola
et al.[8] establish specifically to separation-of-duties violation patterns, would strengthen the architecture's
practical guidance.

Conclusion

This paper has argued that satisfying modern regulatory compliance requirements demands more than
correctly configuring role-based access control (Sandhu et al., 1996; Ferraiolo et al., 2001), because context-
dependent policy requirements[3], cross-role separation-of-duties obligations[4], and the demonstrable
accountability data-protection regulation requires (Weitzner et al., 2008; Hoofnagle et al., 2019) each exceed
what a role hierarchy alone was designed to guarantee. This paper has developed RAMPART as an
architecture in which a hybrid role-attribute modeling layer, a separation-of-duties enforcement layer, and a
compliance accountability and audit layer, applying the continuous-evaluation principle zero trust
architecture establishes (Rose et al., 2020; Syed et al., 2022) and screened using general anomaly-detection
methods[8], are coordinated by a regulatory alignment controller that maps every enforced decision to the
specific obligation it satisfies. The architecture was illustrated, not validated, through a comparative table, a
case scenario, and two illustrative figures, with every quantitative value explicitly labeled as an estimate.
Future empirical work instrumenting a real deployment would be necessary before an organization could
adopt RAMPART with confidence in its specific governance parameters, but the underlying argument —
that access modeling, cross-role enforcement, and accountable audit should be coordinated around an explicit
regulatory mapping rather than addressed independently — rests on peer-reviewed evidence this paper has
synthesized specifically for that coordination problem.
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